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In this chapter from IPv6 Fundamentals: A Straightforward Approach to
Understanding IPv6, 2nd Edition, author Rick Graziani examines all the

different types of IPv6 addresses in the unicast, multicast, and anycast
categories.

The most obvious and recognizable difference between IPv4 and IPv6 is the IPv6
address. An IPv4 address is 32 bits and expressed in dotted-decimal notation,
whereas an IPv6 address is 128 bits in length and written in hexadecimal.
However, there are many other differences between the two protocol addresses.
IPv6 includes new address types as well as changes to familiar address types.

In this chapter, you will become familiar with reading IPv6 addresses. You will
also learn how to represent many IPv6 addresses with fewer digits, using two
simple rules.

This chapter examines all the different types of IPv6 addresses in the unicast,
multicast, and anycast categories. Some addresses, such as global unicast, link-
local unicast, and multicast addresses, have more significance in IPv6. These
addresses are examined more closely in Chapter 5, “Global Unicast Address,”
Chapter 6, “Link-Local Unicast Address,” and Chapter 7, “Multicast Addresses.”

Representation of IPv6 Addresses

IPv6 addresses are 128 bits in length and written as a string of hexadecimal
digits. Every 4 bits can be represented by a single hexadecimal digit, for a total
of 32 hexadecimal values (01 [0000,] through 15 [11115,]). You will see later in

this section how to possibly reduce the number of digits required to represent an
IPv6 address. The alphanumeric characters used in hexadecimal are not case
sensitive; therefore, uppercase and lowercase characters are equivalent.
Although IPv6 address can be written in lowercase or uppercase, RFC 5952, A
Recommendation for IPv6 Address Text Representation, recommends that IPv6
addresses be represented in lowercase.

NOTE

If you are new to the hexadecimal number system, see Chapter 2, “IPv6 Primer,”
for information on this number system.

As described in RFC 4291, the preferred form is x:x:x:x:x:x:x:x. Each xis a
16-bit section that can be represented using up to four hexadecimal digits, with
the sections separated by colons. The result is eight 16-bit sections, or hextets,
for a total of 128 bits in the address, as shown in Figure 4-1. Figure 4-1 also
shows an example of IPv6 addresses on a Windows host and a Mac OS host.
These addresses and the format of these addresses will be explained in this
chapter.
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Figure 4-1 Preferred Form of IPv6 Address

The longest representation of the preferred form includes a total of 32
hexadecimal values. Colons separate the groups of 4-bit hexadecimal digits.

The unofficial term for a section of four hexadecimal values is a hextet, similar to
the term octet used in IPv4 addressing. An IPv6 address consists of eight
hextets separated by colons. As Figure 4-1 illustrates, each hextet, with its four
hexadecimal digits, is equivalent to 16 bits. For clarity, the term hextet is used
throughout this book when referring to individual 16-bit segments. The following
list shows several examples of IPv6 addresses using the longest representation
of the preferred form:

0000 : 0000 :0000 : 0000 : 0000 : 0000 : 0000 : 0000
0000 :0000 : 0000 :0000 : 0000 : 0000 :0000:0001
f102:0000:0000:0000:0000:0000:0000:0001
fe80:0000:0000:0000:2299:9bff:fel8:50d1
2001:0db8:1111:000a:00b0:0000:9000:0200
2001:0db8:0000:0000:abcd:0000:0000:1234
2001:0db8:cafe:0001:0000:0000:0000:0100
2001:0db8:cafe:0001:0000:0000:0000:0200

At first glance, these addresses can look overwhelming. Don’t worry, though.
Later in this chapter, you will learn a technique that helps in reading and using
IPv6 addresses. RFC 2373 and RFC 5952 provide two helpful rules for reducing
the notation involved in the preferred format, which will be discussed next.

Rule 1: Omit Leading Os

One way to shorten IPv6 addresses is to omit leading Os in any hextet (that is,
16-bit section). This rule applies only to leading Os and not to trailing Os; being
able to omit both leading and trailing Os would cause the address to be
ambiguous. Table 4-1 shows a list of preferred IPv6 addresses and how the
leading Os can be removed. The preferred form shows the address using 32
hexadecimal digits.

Table 4-1 Examples of Omitting Leading 0s in a Hextet*

Format IPv6 Address
Preferred 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 9000 : 0000



0: 0: 0: 0: 0: 0: 0: 0

Leading Os
mitted or
° 0:0:0:0:0:0:0:0
Preferred 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0001
Leading Os o 0: 0: 0: 0: 0: 0: 0: 1
omitted 0:0:0:0:0:0:0:1
Preferred 102 :0000:0000:0000 :0000 :0000 :0000:0001
Leading Os gi@z: 0: 0: 0: 0: 0: 0: 1
omitted ££02:0:0:0:0:0:0:1
Preferred fe80: 0000: 0000: 0000:a299:9bff:fel8:50d1
. fe80: 0 : 0: 0:a299:9bff:fel8:50d1
Leading Os or
omitted £e80:0:0:0:a299:9bff: fe18:50d1
Preferred 2001: 0db8: 1111:000a:00b0:0000:9000:0200
. 2001: db8: 1111: a: bo: 0:9000: 200
Leading Os
omitted or
2001:db8:1111:a:b0:0:9000: 200
Preferred 2001: 0db8: 0000: 00V0:abcd:0000:0000:1234
. 2001: dbs8: 0: 0:abcd: 0: 0:1234
Leading Os or
LS 2001:db8:0:0:abcd:0:0:1234
Preferred 2001: 0db8: aaaa: 0001:0000:0000:0000:0100
Leading Os g?@l: db8: aaaa: 1: 0: 0: 0: 100
omitted 2001:db8:2aaa:1:0:0:0:100
Preferred 2001: 0db8: aaaa: 0001 :0000:0000:0000:0200
Leading Os 2001: db8: aaaa: 1: 0: 0: 0: 200
. or
omitted

2001:db8:222a:1:0:0:0:200

*In this table, the Os to be omitted are in bold. Spaces are retained so you can
better visualize where the 0s were removed.

It is important to remember that only leading Os can be removed; if you deleted
trailing Os the address would be incorrect. To ensure that there is only one
correct interpretation of an address, only leading Os can be omitted, as shown in
the following example:

« Os omitted:
2001:db8:100:a:0:bc:abcd:daéb
* Incorrect (trailing 0s):
2001:db80:1000:2000:0000:bcO0:abcd:dobe
« Correct (leading 0Os):

2001:0db8:0100:000a:0000:00bc:abcd:0dob

Rule 2: Omit All-Os Hextets

The second rule for shortening IPv6 addresses is that you can use a double
colon (::) to represent any single, contiguous string of two or more hextets (16-
bit segments) consisting of all 0s. Table 4-2 illustrates the use of the double
colon.

Table 4-2 Examples of Omitting a Single Contiguous String of

All-0s Hextets*



Format IPv6 Address

Preferred 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000
(::) All-Os segments  ::

Preferred 0000 :0000 : 0000 :0000 : 0000 : 0000 : 0000 :0001
(::) All-0s segments  ::0001

Preferred 102 :0000:0000 : 0000 :0000 : 0000 : 0000 : 0001
(:) All-Os segments  ff@2::0001

Preferred fe80:0000:0000:0000:2299:9bff:fel8:50d1
() All-Os segments  fe80::a299:9bff:fel8:50d1

Preferred 2001:0db8:1111:000a:00b0:0000:0200

(:) All-Os segments 2001:0db8:1111:000a:00b0: : 0200

Preferred 2001:0db8:0000:0000:abcd:0000:0000:1234
(:) All-Os segments  2001:0db8: :abcd:0000:0000:1234

Preferred 2001:0db8:aaaa:0001:0000:0000 :0000:0100
(::) All-0s segments 2001:0db8:aaaa:0001::0100

Preferred 2001:0db8:aaaa:0001:0000:0000:0000:0200

(::) All-Os segments  2001:0db8:aaaa:0001::0200

*In this table, the Os in bold in the preferred address are replaced by the
double colon.

Only a single contiguous string of all-0s segments can be represented with a
double colon; otherwise, the address would be ambiguous, as shown in this
example:

* Incorrect address using two double colons:
2001::abcd::1234
» Possible ambiguous choices:

2001 :0000:0000:0000:0000:abcd:0000:1234
2001 :0000:0000:0000:abcd:0000:0000:1234
2001:0000:0000: abcd:0000:0000:0000:1234
2001:0000:abcd:0000:0000:0000:0000:1234

As you can see, if two double colons are used, there are multiple possible
interpretations, and you don’t know which address is the correct one.

What happens if you have an address with more than one contiguous string of
all-0s hextets—for example, 2001:0db8:0000:0000:abcd:0000:0000:12347? In
that case, where should you use the single double colon (::)?

RFC 5952 states that the double colon should represent:
* The longest string of all-0s hextets.

« If the strings are of equal length, the first string should use the double
colon (::) notation.

Therefore, 2001:0db8:0000:0000:abcd:0000:0000:1234 would be written
2001:0db8:: abcd:0000:0000:1234. Applying both Rules 1 and 2, the address
would be written 2001:db8::abcd:0:0:1234.

NOTE
Most operating systems, including Cisco IOS and Microsoft Windows, accept the

placement of a single double colon (::) in any valid location.

Combining Rule 1 and Rule 2

You can combine the two rules just discussed to reduce an address even further.
Table 4-3 illustrates how this works, showing the preferred address, application
of rule 1, and application of rule 2. Again, spaces are left so you can better
visualize where the Os have been removed.



Table 4-3 Examples of Applying Both Rule 1 and Rule 2

Format IPv6 Address

Preferred 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000
Leading Os omitted 0: 0: 0: 9: 0: Q: Q: 0
(::) All-Os segments : :

Preferred 0000 : 0000 : 0000 : 9000 : 0000 : 0000 : 0000 : 0001
Leading Os omitted Q: 0: o: 9: 0: 0: @o: 1
(::) All-Os segments ::1

Preferred 1102:0000:0000 :0000 : 0000 : 0000 : 0000 : 0001
Leading Os omitted ff02: 0: 0: 9: 9: 9: Q: 1
(::) All-Os segments £f02::1

Preferred fe80:0000:0000:0000:2299:9bff:fel8:50d1
Leading Os omitted fe80: 0: 9: 0:2299:9bff:fel8:50d1
(::) All-0s segments fe80::a299:9bff:fel8:50d1

Preferred 2001:0db8:1111:000a:00b0 : 0000 : 9000 :0200
Leading Os omitted 2001: db8:1111: a: bO: ©0:9000: 200
(::) All-0s segments 2001:db8:1111:a:b0: :9000:200

Preferred 2001:0db8:0000:0000:abcd:0000:0000:1234
Leading Os omitted 2001: db8: o: 0:abcd: 0: 0:1234
(::) All-Os segments 2001:db8: :abcd:0:0:1234

Preferred 2001:0db8:2aaa:0001:0000:0000:0000:0100
Leading Os omitted 2001: db8:aaaa: 1: ©O: Q: 0: 100
(::) All-0s segments 2001:db8:aaaa:1::100

Preferred 2001:0db8:2aaa:0001:0000:0000:0000:0200
Leading Os omitted 2001: db8:aaaa: 1: ©: 0: Q: 200
(::) All-Os segments 2001:db8:aaaa:1::200

Table 4-4 shows the same examples as in Table 4-3, this time showing just the
longest preferred form and the final compressed format after implementing both
rules.

Table 4-4 |Pv6 Address Preferred and Compressed Formats

Preferred Format Compressed Format

0000 :0000:0000 :0000:0000:0000:0000:0000 ::

0000 :0000:0000 :0000:0000:0000:0000:0001 ::1
102:0000:0000:0000:0000:0000:0000:0001 ff02::1
fe80:0000:0000:0000:2299:9bff:fel8:50d1 fe80::a299:9bff:fel8:50d1
2001:0db8:1111:000a:00b0:0000:0000:0200 2001:db8:1111:a:b0: :200
2001:0db8:0000:0000:abcd:0000:0000:1234 2001:db8: :abcd:0:0:1234
2001:0db8:aaaa:0001:0000:0000:0000:0100 2001:db8:aaaa:1::100
2001:0db8:2aaa:0001:0000:0000:0000:0200 2001 :db8:aaaa:1::200

Even after applying the two rules to compress the format, an IPv6 address can
still look unwieldy. Don’t worry! Chapter 5, “Global Unicast Address,” shows a
technique that | call the 3-1-4 rule. Using that rule makes IPv6 global unicast
addresses (GUASs) easier to read than an IPv4 address and helps you recognize
the parts of a GUA address.

Prefix Length Notation

In IPv4, the prefix (or network portion) of the address can be identified by a
dotted-decimal netmask, commonly referred to as a subnet mask. For example,
255.255.255.0 indicates that the network portion, or prefix length, of the IPv4



address is the leftmost 24 bits. The 255.255.255.0 dotted-decimal netmask can
also be written in CIDR notation as /24, indicating the 24 bits in the prefix.

IPv6 address prefixes can be represented much the same way that IPv4 address
prefixes are written in CIDR notation. An IPv6 address prefix (the network portion
of the address) is represented using the following format:

ipv6-address/ prefix-length

The prefix-length is a decimal value indicating the number of leftmost contiguous
bits of the address. It identifies the prefix (that is, the network portion) of the
address. It is also used with unicast addresses to separate the prefix portion of
the address from the Interface ID. Remember from Chapter 2 that the Interface
ID is the equivalent to the host portion of an IPv4 address.

Let’s look at an example using the address 2001:db8:aaaa:1111::100/64. The
longest preferred form in Figure 4-2 illustrates how the /64 prefix length
identifies the prefix, or network portion, of the address. The /64 prefix length
leaves another 64 bits, which is the Interface ID portion of the address.

Each hexadecimal digit is 4 bits; a hextet is a 16-bit segment
l:db8raaaa: L1111l 100764
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Figure 4-2 IPv6 Prefix and Prefix Length

In IPv6, just as in IPv4, the number of devices you can have on a network
depends on the prefix length. However, due to the 128-bit length of an IPv6
address, there is no need to conserve address space as is needed with IPv4
public addresses.

In Figure 4-2, notice that the /64 prefix length results in an Interface ID of 64
bits. As we will discuss further in Chapter 5, this is a common prefix length for
most end-user networks. A /64 prefix length gives us 18 quintillion devices on a
single network (or subnet, if you prefer)!

Figure 4-3 shows several prefix length examples: /32, /48, /52, /56, /60, and
/64. Notice that all of these examples fall on a nibble boundary, a multiple of 4
bits. Prefix lengths do not necessarily have to fall on a nibble boundary, although
in most cases they do. Prefix lengths can also fall within a nibble—for example,
/61, /62, or /63. We will discuss the prefix lengths, including within the nibble,
more in Chapter 5 when we discuss the global unicast address, prefix allocation,
and subnetting.

Preslin

2001:04b8:0000:0000:0000:0000:0000:0001

Figure 4-3 IPv6 Prefix Length Examples

IPv6 Address Types

We begin this section with a brief look at the IPv6 address space and how the
different types of addresses are allotted within this space. Next, we examine the
various addresses within three IPv6 address types: unicast, multicast, and
anycast.



IPv6 address types are defined in RFC 4291, IP Version 6 Addressing
Architecture. In this section, we examine the several types of unicast addresses,
three types of multicast addresses, and the anycast address. We discuss some
of these addresses in more detail than others. Global unicast addresses, link-
local addresses, and multicast addresses are examined more closely in Chapters
5, 6,and 7.

NOTE

IPv6 does not have a broadcast address. Other options exist in IPv6, such as a
solicited-node multicast address and an all-IPv6 devices multicast address.
Chapter 7 provides details on these types of addresses.

IPv6 Address Space

IPv4, with its 32-bit address space, provides for 4.29 billion (4,294,967,296)
addresses. IPv6, with its 128-bit address space, provides for 340 undecillion
addresses, or 340 trillion trillion trillion addresses. That’s
340,282,366,920,938,463,463,374,607,431,768,211,456 addresses—a /ot of
addresses!

Many analogies have been made to help comprehend 340 undecillion (not all of
which are completely accurate):

e “3,911,873,538,269,506,102 addresses per square meter of the surface
of the planet Earth”’

» The number of grains of sand on Earth
* 10 nonillion addresses assigned to every person on Earth

As a disclaimer, | didn’t do the math to calculate the number of square meters on
the surface of Earth, and | haven’t had a chance to count all the grains of sand
on Earth either. And an argument can be made that this would be purely
theoretical because of how addresses are allocated. Regardless, | think we can
all agree that IPv6 provides an extremely large address space.

Figure 4-4 shows a chart of the powers of 10 to give a better idea of the
tremendous increase in the IPv6 address space.
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Figure 4-4 Powers of 10. Comparing IPv4 and IPv6 Address Space

As mentioned in Chapter 1, “Introduction to IPv6,” this means that we can now
design IPv6 addressing schemas based on management and security plans,
without the concern for public address depletion that we face with IPv4. (This
will become even more evident in Chapter 5, when we discuss the global unicast
address and subnetting.)

Table 4-5 shows the Internet Assigned Numbers Authority’s (IANA’s) allocation
of the 128-bit IPv6 address space. Notice the allocations for global unicast,
unique local unicast, link-local unicast, and multicast addresses. It may be a little
difficult to visualize this using the table, so Figure 4-5 shows this same allocation
in a pie chart to make it a little easier. Using the first 3 bits, the chart divides the
IPv6 pie into eight slices (that is, 3 bits gives us eight possibilities). There are



portions within the 000 and 111 slices used to indicate very small allocations
(the chart shows them larger than the actual allocations) from this part of the
address space.

Table 4-5 IANA’s Allocation of IPv6 Address Space™

Leading Range of . .
Bits Address First Hextet Allocation Fraction of Space
0000
000x 1/8
1fff
0000 Unspecified,
0000 0000 0000::/8 loopback, 1/256
eoff embedded
0000 0001
0100 ..
through  0000::/3 Reserved by IETF Remaining
1fff
0001 XXXX
2000
001x 2000::/3 Global unicast 1/8
3fff
4000
010x 4000::/3 Reserved by IETF 1/8
5fff
6000
011x 6000::/3 Reserved by IETF 1/8
7
8000
100x 8000::/3 Reserved by IETF 1/8
offf
aoveo
101x 2000::/3 Reserved by IETF 1/8
bfff
c000
110x c000::/3 Reserved by IETF 1/8
dfff
111x 1/8
€000
1110 xxXxX €000::/4 Reserved by IETF 1/16
efff
fooo
1111 Oxxx feeo::/5 Reserved by IETF 1/32
F7FF
800
1111 10xx f800::/6 Reserved by IETF 1/64
fbff
fcoo
1111 110x fceoe::/7 Unique local unicast 1/128
fdff
feo00
SO fege: /9 Reserved by IETF 1/512
fe74
fe80
1;11 1116 fe80::/10 Link-local unicast 1/1024
febf
1111 1110 feco Reserved by IETF;
11 fece::/10 previously sitelocal 1/1024

feff (deprecated)

1111 1111 ffee::/8 ffoo Multicast 1/256



FFFF

* In this table, the “Range of First Hextet” column does not show the complete
range of the address space. For example, the actual range of the global unicast
address space would be 2000:: through 3fff; fiff. fiff. fiff. . . . 7.
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Figure 4-5 IANA’s Allocation of IPv6 Address Space in 1/8 Sections

In both Table 4-5 and Figure 4-5, the IPv6 address space is divided into eighths,
using the leading 3 bits (000, 001, 010, 011, 100, 101, 110, and 111). This
information might be a little confusing right now, but it will become more obvious
as you examine each of the IPv6 address types.

Unicast Addresses

Figure 4-6 diagrams the three types of addresses: unicast, multicast, and
anycast. We begin by looking at unicast addresses. Don’t be intimidated by all
the different types of unicast addresses. The most significant types are global
unicast addresses, which are equivalent to IPv4 public addresses, and link-local
addresses. These address types are discussed in detail in Chapters 5 and 6.
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Figure 4-6 IPv6 Address Types: Unicast Addresses

A unicast address uniquely identifies an interface on an IPv6 device. A packet
sent to a unicast address is received by the interface that is assigned to that
address. Similar to IPv4, a source IPv6 addresses must be a unicast address.

NOTE

Notice that there is no broadcast address shown in Figure 4-6. Remember that
IPv6 does not include a broadcast address.

This section covers the different types of unicast addresses, as illustrated in Figu
re 4-6. The following is a quick preview of each type of unicast address
discussed in this section:

» Global unicast: A routable address in the IPv6 Internet, similar to a public
IPv4 address (covered in more detail in Chapter 5).

 Link-local: Used only to communicate with devices on the same local link
(covered in more detail in Chapter 6).



» Loopback: An address not assigned to any physical interface that can be
used for a host to send an IPv6 packet to itself.

» Unspecified address: Used only as a source address and indicates the
absence of an IPv6 address.

« Unique local: Similar to a private address in IPv4 (RFC 1918) and not
intended to be routable in the IPv6 Internet. However, unlike RFC 1918
addresses, these addresses are not intended to be statefully translated to
a global unicast address.

e IPv4 embedded: An IPv6 address that carries an IPv4 address in the low-
order 32 bits of the address.

Global Unicast Address

Global unicast addresses (GUAs), also known as aggregatable global unicast
addresses, are globally routable and reachable in the IPv6 Internet. They are
equivalent to public IPv4 addresses. They play a significant role in the IPv6
addressing architecture. One of the main motivations for transitioning to IPv6 is
the exhaustion of its IPv4 counterpart. As you can see in Figure 4-6, a GUA
address is only one of several types of IPv6 unicast addresses.

Figure 4-7 shows the generic structure of a GUA, which has three fields:

+ Global Routing Prefix: The Global Routing Prefix is the prefix or network
portion of the address assigned by the provider, such as an ISP, to the
customer site.

e Subnet ID: The Subnet ID is a separate field for allocating subnets within
the customer site. Unlike with IPv4, it is not necessary to borrow bits from
the Interface ID (host portion) to create subnets. The number of bits in the
Subnet ID falls between where the Global Routing Prefix ends and where
the Interface ID begins. This makes subnetting simple and manageable.

 Interface ID: The Interface ID identifies the interface on the subnet,
equivalent to the host portion of an IPv4 address. The Interface ID in most
cases is 64 bits.

' 128 Bits '
n Bits m Bits 128—n—m Bits

: Global Routing Prefix | Subnet 1D nterface 10
> L) - -
£ 2000:43

001 | Aanpe of First Hextet: 2000 thru 3§
Figure 4-7 Structure of a GUA Address

Figure 4-7 illustrates the more general structure, without the specific sizes for
any of the three parts. The first 3 bits of a GUA address begin with the binary
value 001, which results in the first hexadecimal digit becoming a 2 or a 3. (We
look at the structure of the GUA address more closely in Chapter 5.)

There are several ways a device can be configured with a global unicast
address:

e Manually configured.
o Stateless Address Autoconfiguration.
o Stateful DHCPvV6.

Example 4-1 demonstrates how to view the global unicast address on Windows
and Mac OS operating systems, using the ipconfig and ifconfig commands,
respectively. The ifconfig command is also used with the Linux operating system
and provides similar output.

NOTE

You may see multiple IPv6 global unicast addresses including one or more
temporary addresses. You’ll learn more about this in Chapter 9.



Example 4-1 Viewing IPv6 Addresses on Windows and Mac

oS

Windows-0S> ipconfig
Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix
! IPv6 GUA
IPv6 Address. . « « « + + ¢« « « « : 2001:db8:cafe:1:dof8:9ff6:4201:7086
! IPv6 Link-Local
Link-local IPv6 Address . . . . . : fe80::dof8:9ff6:4201:7086%11
IPv4 Address. . . . . . . . . . . :192.168.1.100
Subnet Mask . . . . . . . . . . . : 255.255.255.0
! IPv6 Default Gateway
Default Gateway . . . . . . . . . : fe80::1%11
192.168.1.1
Mac-0S$ ifconfig
enl: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 60:33:4b:15:24:6f
! IPv6 Link-Local
inet6 fe80::6233:4bff:fel5:246f%enl prefixlen 64 scopeid ©x5
inet 192.168.1.111 netmask Oxffffffo0 broadcast 192.168.1.255
! IPv6 GUA
inet6 2001:db8:cafe:1:4bff:fel5:246f prefixlen 64 autoconf
media: autoselect
status: active

This section has provided just a brief introduction to global unicast addresses.
Remember that IPv6 introduced a lot of changes to IP. Devices may obtain more
than one GUA address for reasons such as privacy. For a network administrator
needing to manage and control access within a network, having these additional
addresses that are not administered through stateful DHCPv6 may be
undesirable. Chapter 11 discusses devices obtaining or creating multiple global
unicast addresses and various options to ensure that devices only obtain a GUA
address from a stateful DHCPv6 server.

Link-Local Unicast Address

Link-local addresses are another type of unicast address as shown in Figure 4-
6. A link-local address is a unicast address that is confined to a single link, a
single subnet. Link-local addresses only need to be unique on the link (subnet)
and do not need to be unique beyond the link. Therefore, routers do not forward
packets with a link-local address. Devices can use Duplicate Address Detection
(DAD) to determine whether or not the link-local address is unique.

NOTE

Link-local unicast addresses are discussed in detail in Chapter 6. ICMPv6 DAD is
examined in Chapter 13, “ICMPv6 Neighbor Discovery.”

Figure 4-8 shows the format of a link-local unicast address, which is in the range
fe80::/10. Using this prefix and prefix length results in the range of the first
hextet being from fe80 to febf.
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Figure 4-8 Structure of a Link-Local Unicast Address
NOTE

Using a prefix other than fe80 for a link-local address can result in unexpected
behaviors. Although permitted by the RFC 4291, using a prefix other than fe80



should be tested prior to usage.

In Chapter 6 we will examine the structure, uses, and configuration options for
link-local addresses in much more detail. For now, here is a summary of some of
the key points:

* To be an IPv6-enabled device, a device must have an IPv6 link-local
address. The device doesn’t have to have an IPv6 global unicast address,
but it must have a link-local address.

 Link-local addresses are not routable off the link (IPv6 subnet). Routers do
not forward packets with a link-local address.

« Link-local addresses only have to be unique on the link. It is very likely and
sometimes even desirable for a device to use the same link-local address
on different interfaces that are on different links.

» There can be only one link-local address per interface.

Configuration options for link-local addresses are (see Chapters 6 and 9 for
more details):

» Devices dynamically (automatically) create their own link-local IPv6
address upon startup. This is the default on most operating systems,
including Cisco I0S, Windows, Mac OS, and Linux.

» Link-local addresses can be manually configured.

The idea of a device creating its own IP address upon startup is really an
amazing benefit in IPv6! Think of it. A device can create its own IPv6 link-local
address completely on its own, without any kind of manual configuration or the
services of a DHCP server. This means that the device can immediately
communicate with any other device on its link (IPv6 subnet). A device may only
need a link-local address because it only needs to communicate with other
devices on its same network. Or it can use its link-local address to communicate
with a device where it can obtain information for getting or creating a global
unicast address, such as an IPv6 router or a DHCPv6 server. The device can
then use this information to communicate with devices on other networks.

This solves the “Which came first, the chicken or the egg?” problem with IPv4.
That is, “How do | ask a DHCP server for an IP address when | first need to have
an IP address before | can communicate with the server to ask for one?” (DHCP
for IPv4 uses a Discover message with an IPv4 source address of 0.0.0.0.) With
IPv6, during startup the device automatically gives itself a link-local address that
is unique on that subnet. It can then use this address to communicate with any
device on the network, including an IPv6 router and, if necessary, a DHCPv6
server. Remember from Chapter 2 that an IPv6 router sends ICMPv6 Router
Advertisement messages that allow the device to obtain a global unicast
address, with or without the services of DHCPv6.

Example 4-1 demonstrates how to view the link-local address on Windows and
Mac OS operating systems by using the ipconfig and ifconfig commands. These
operating systems, as well as Linux, are enabled for IPv6 by default. So, even if
the devices did not have a global unicast address, as shown in Example 4-1, you
would still see the IPv6 link-local address. And as discussed in Chapter 2, this
means client hosts are running IPv6 and, at a minimum, the network should be
secured to prevent IPv6 attacks.

NOTE

Notice the %11 and %en1 following the IPv6 link-local addresses in Example 4-
1. These are known as zone identifiers, and they are used to identify the
interface on the device. These are usually of little importance when referring to a
link-local address, but they are highly significant for tying the address to the
interface. Zone identifiers are discussed in Chapter 6.

The following are some of the ways IPv6 devices use a link-local address:
» When a device starts up, before it obtains a GUA address, the device uses

its IPv6 link-local address as its source address to communicate with
other devices on the network, including the local router.



» Devices use the router’s link-local address as their default gateway
address.

» Routers exchange IPv6 dynamic routing protocol (OSPFv3, EIGRP for IPv6,
RIPng) messages from their IPv6 link-local address.

» |Pv6 routing table entries populated from dynamic routing protocols use
the IPv6 link-local address as the next-hop address.

This section has provided just an introduction to the link-local address. We will
explore all these topics in more detail in Chapter 6.

Loopback Addresses

A loopback address is another type of unicast address (refer to Figure 4-6). An
IPv6 loopback address is ::1, an all-0s address except for the last bit, which is
set to 1. It is equivalent to the IPv4 address block 127.0.0.0/8, most commonly
the 127.0.0.1 loopback address.

Table 4-6 shows the different formats for representing an IPv6 loopback
address.

Table 4-6 IPv6 Loopback Address Representations

Representation IPv6 Loopback Address

Preferred 0000:0000:0000:0000:0000:0000:0000:0001
Leading Os omitted 0:0:0:0:0:0:0:1

Compressed 2

The loopback address can be used by a node to send an IPv6 packet to itself,
typically when testing the TCP/IP stack. Loopback addresses have the following
characteristics:

» A loopback address cannot be assigned to a physical interface.

* A packet with a loopback address, source address, or destination address
should never be sent beyond the device.

» A router can never forward a packet with a destination address that is a
loopback address.

e The device must drop a packet received on an interface if the destination
address is a loopback address.

Unspecified Addresses

An unspecified unicast address is an all-0s address (refer to Figure 4-6). An
unspecified unicast address is used as a source address to indicate the absence
of an address. It cannot be assigned to an interface.

One example where an unspecified address can be used is as a source address
in ICMPv6 Duplicate Address Detection (DAD). DAD is a process that a device
uses to ensure that its unicast address is unique on the local link (network). DAD
is discussed in Chapter 14.

Table 4-7 shows the different formats for representing an IPv6 unspecified
address.

Table 4-7 IPv6 Unspecified Address Representations

Representation IPv6 Unspecified Address
Preferred 0000 :0000 :0000 :0000 :0000 : 0000 : 0000 : 0000



Leading Os omitted 0:0:0:0:0:0:0:0
Compressed

Unspecified addresses have the following characteristics:
* An unspecified source address indicates the absence of an address.
* An unspecified address cannot be assigned to a physical interface.
» An unspecified address cannot be used as a destination address.

* A router will never forward a packet that has an unspecified source
address.

Unique Local Addresses

Figure 4-6 shows another type of IPv6 unicast address, the unique local address
(ULA), which is the counterpart of IPv4 private addresses. Unique local
addresses are also known as private IPv6 addresses or local IPv6 addresses (not
to be confused with link-local addresses).

ULA addresses can be used similarly to global unicast addresses but are for
private use and should not be routed in the global Internet. ULA addresses are
only to be used in a more limited area, such as within a site or routed between a
limited number of administrative domains. ULA addresses are for devices that
never need access to the Internet and never need to be accessible from the
Internet.

ULA addresses are defined in RFC 4193, Unique Local IPv6 Unicast Addresses.
Figure 4-9 illustrates the format of a unique local unicast address.
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Figure 4-9 Structure of a Unique Local Unicast Address

Unique local addresses have the prefix fc00::/7, which results in the range of
addresses from fc00::/7 to fdff::/7, as shown in Table 4-8.

Table 4-8 Range of Unique Local Unicast Addresses

Unique Local Unicast Address Range of First

(Hexadecimal) Hextet Range of First Hextet in Binary

111717 1100 0000 0000 to 1111

fc00::/7 fc00to fdff 1107 1717 1111

Unique local addresses have the following characteristics:
e They can be used just like global unicast addresses.

» They can be used for devices that never need access to or from the global
Internet.

« They allow sites to be combined or privately interconnected without
address conflicts and without requiring addressing renumbering. (Address
conflicts are highly unlikely due to the large address space.)

e They are independent of any ISP and can be used within a site even
without having Internet connectivity.

ULA and NAT



ULA and NAT is a bit of a tricky topic. The concept of translating a unique local
address to a global unicast address is the subject of ongoing debate within the
IPv6 community, and it fosters emotional opinions on both sides of the argument.
The IAB published an informational RFC highlighting its thoughts on NAT and
IPv6 in RFC 5902, IAB Thoughts on IPv6 Network Address Translation. In this
RFC, the IAB summarizes the use of NAT as follows:

* Network address translation is viewed as a solution to achieve a number
of desired properties for individual networks: avoiding renumbering,
facilitating multihoming, making configurations homogenous, hiding
internal network details, and providing simple security.

So, does this means NAT provides security, and ULA addresses can be
translated to GUA addresses for this purpose? The simple answer is no. RFC
5902 goes on to state, “However, one should not confuse NAT boxes with
firewalls. As discussed in [RFC 4864] Section 2.2, the act of translation does not
provide security in itself.”

Remember that the driving force for using NAT with IPv4 is not security but IPv4
address depletion. Although the IAB and the IETF did not intend for NAT to be
used with IPv6 as it is with IPv4, NAT does provide mechanisms for translation
where translation is necessary. These translation techniques include Network
Prefix Translation version 6 (NPTv6), described in RFC 6296, /Pv6-to-IPv6
Network Prefix Translation, and NAT66, described in an Internet draft RFC, /Pv6-
to-1Pv6 Network Address Translation (long expired). Both of these RFCs focus
on translation for address independence—and only where necessary. In RFC
6296, the IETF goes as far as stating, “For reasons discussed in [RFC 2993] and
Section 5, the IETF does not recommend the use of Network Address Translation
technology for IPv6.”

Both NPTv6 and NAT66 are designed for address independence and not
security. Address independence means that a site does not have to renumber its
internal addresses if the ISP changes the site’s external prefix or if the site
changes ISPs and receives a different prefix.

NPTv6 and NAT66 are both stateless technologies, whereas NAT for IPv4 is
stateful. It is the statefulness, not NAT itself, that provides the security. This
means that internal devices are open to certain types of attacks that would not
be possible in a NAT for IPv4 network. Without getting into the NAT-versus-
security debate covered in Chapter 1, NAT for IPv4 is not security and introduces
many problems and challenges.

If all this seems vague, complicated, and perhaps even contradictory, welcome
to the discussion on NAT and IPv6.

NOTE

For more information on ULA addresses with NAT66 or NPTv6, see Ed Horley’s
excellent articles on the topic, at www.howfunky.com. Horley has also written an
excellent book, Practical IPv6 for Windows Administrators.

L Flag and Global ID

ULA addresses have the prefix fc00::/7, or the first 7 bitsas 1111 110x. As
shown in Figure 4-10, the eighth bit (x) is known as the L flag, or the local flag,
and it can be either 0 or 1. This means that the ULA address range is divided
into two parts:

« fc00::/8 (1111 1100): When the L flag is set to 0, may be defined in the
future.

o fd00::/8 (1111 1101): When the L flag is set to 1, the address is locally
assigned.

Because the only legitimate value for the L flag is 1, the only valid ULA
addresses today are in the fd00::/8 prefix.

Another difference between ULA addresses and private IPv4 addresses is that
ULA addresses can also be globally unique. This is helpful for ensuring that there



won’t be any conflicts when combining two sites using ULA addresses or just in
case they get leaked out into the Internet.

The trick is that the global IDs must somehow be unique without being
administered by a central authority. RFC 4193, Sample Code for Pseudo-
Random Global ID Algorithm, defines a process whereby locally assigned Global
IDs can be generated using a pseudorandom algorithm that gives them a very
high probability of being unique. It is important that all sites generating Global IDs
use the same algorithm to ensure that there is this high probability of
unigueness.

NOTE

This section includes some information on the random Global ID algorithm for
your reference. This information is not critical to your fundamental understanding
of IPv6, and you can skip it if you prefer.

The algorithm defined in RFC 4193 is beyond the scope of this book, but these
are the six steps from Section 3.2.2 of RFC 4193:

3.2.2. Sample Code for Pseudo-Random Global ID Algorithm

» The algorithm described below is intended to be used for locally assigned
Global IDs. In each case the resulting global ID will be used in the
appropriate prefix as defined in Section 3.2.

1. Obtain the current time of day in 64-bit NTP format [NTP].

2. Obtain an EUI-64 identifier from the system running this algorithm. If an
EUI-64 does not exist, one can be created from a 48-bit MAC address as
specified in [ADDARCH)]. If an EUI-64 cannot be obtained or created, a
suitably unique identifier, local to the node, should be used (e.g., system
serial number).

3. Concatenate the time of day with the system-specific identifier in order to
create a key.

4. Compute an SHA-1 digest on the key as specified in [FIPS, SHA1]; the
resulting value is 160 bits.

5. Use the least significant 40 bits as the Global ID.

6. Concatenate fc00::/7, the L bit set to 1, and the 40-bit Global ID to create
a Local IPv6 address prefix.

NOTE

The algorithm in RFC 4193 requires a /48 prefix. It does not work well if a larger
prefix or contiguous prefixes are needed.

This algorithm will result in a Global ID that is reasonably unique and can be used
to create a locally assigned local IPv6 address prefix. You can use the following
website to generate and register your ULA address space: www.sixxs.net/tools/
grh/ula.

Site-Local Addresses (Deprecated)

The original IPv6 specification allocated address space, similar to RFC 1918,
Private Address Space in IPv4, for site-local addresses. Site-local addresses
have since been deprecated (that is, made obsolete).

Site-local addresses, defined in RFC 3513, were given the prefix range
fec0::/10. (You will most likely come across this prefix in older documentation.)
The problem was that the term site was ambiguous. No one could really agree
on what a site really meant. The other issue was that there was no guarantee
that two sites within the same organization wouldn’t end up using the same or
overlapping site-local addresses, which kind of defeats the purpose of IPv6 and
all this extra address space. Therefore, site-local addresses have been
deprecated and replaced with unique local addresses.



IPv4d Embedded Address

The final unicast address types are IPv4 embedded addresses, as shown in Figur
e 4-6. IPv4 embedded addresses are IPv6 addresses used to aid the transition
from IPv4 to IPv6. IPv4 embedded addresses carry an IPv4 address in the low-
order 32 bits. These addresses are used to represent an IPv4 address inside an
IPv6 address. RFC 4291 defines two types of IPv4 embedded addresses:

e |Pv4-mapped IPv6 addresses
e |Pv4-compatible IPv6 addresses (deprecated)

Special techniques such as tunnels are used to provide communications
between islands of IPv6 devices over an IPv4-only network. To support this
compatibility, IPv4 addresses can be embedded within an IPv6 address. This is
easy to do because a 128-bit IPv6 address has plenty of room for the 32-bit
IPv4 address. Basically, IPv6 just puts it at the end of the address and pads the
front end. IPv4 and IPv6 packets are not compatible. Features such as NAT64
are required to translate between the two address families. See Chapter 17,
“Deploying IPv6 in the Network,” for more information.

IPv4-Mapped IPv6 Addresses

IPv4-mapped IPv6 addresses can be used by a dual-stack device that needs to
send an IPv6 packet to an IPv4-only device. As shown in Figure 4-10, the first
80 bits are set to all 0s, and the 16-bit segment preceding the 32-bit IPv4
address is all 1s. The last 32 bits in the IPv4 address are represented in dotted-
decimal notation. So, the first 96 bits are represented in hexadecimal, and the
last 32 bits contain the IPv4 address in dotted-decimal notation.
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Figure 4-10 /Pv4-Mapped IPv6 Address

With an IPv4-mapped IPv6 address, the IPv4 address does not have to be
globally unique.

Table 4-9 shows the various formats for representing an IPv4-mapped IPv6
address using the IPv4 address 192.168.10.10.

Table 4-9 IPv4-Mapped IPv6 Address Representations

Representation IPv4-Mapped IPv6 Address

Preferred 0000:0000:0000:0000:0000:0000:ff:192.168.10.10
Leading Os omitted 0:0:0:0:0:0:ffff:192.168.10.10

Compressed =ffff:192.168.10.10



Although there are many transition techniques available, the goal should always
be native end-to-end IPv6 connectivity.

IPv4-Compatible IPv6 Addresses (Deprecated)

The deprecated IPv4-compatible IPv6 address is almost identical to an IPv4-
mapped IPv6 address, except all 96 bits—including the 16-bit segment
preceding the 32-bit IPv4 address—are all 0s. Another difference is that the IPv4
address used in the IPv4-compatible IPv6 address must be a globally unique
IPv4 unicast address. The IPv4-compatible IPv6 address was rarely used and is
now deprecated. Current IPv6 transition mechanisms no longer use this address

type.
NOTE

Chapter 18 discusses transition and coexistence strategies.

Multicast Addresses

Figure 4-11 shows the types of multicast addresses. Multicast is a technique in
which a device sends a single packet to multiple destinations simultaneously
(one-to-many). (Remember that a unicast address sends a single packet to a
single destination [one-to-one].) Multiple destinations can actually be multiple
interfaces on the same device, but they are typically different devices.
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Figure 4-11 Multicast Addresses
NOTE

Figure 4-11 does not show all types of multicast addresses but is used to
indicate the three multicast addresses this book focuses on.

An IPv6 multicast address defines a group of devices known as a multicast
group. IPv6 multicast addresses use the prefix ff00::/8, shown in Table 4-10,
which is equivalent to the IPv4 multicast address 224.0.0.0/4. A packet sent to a
multicast group always has a unicast source address. A multicast address can
never be the source address. Unlike IPv4, there is no broadcast address in IPv6.
Instead, IPv6 uses multicast, including an all-IPv6 devices well-known multicast
address and a solicited-node multicast address.

Table 4-10 /Pv6 Multicast Address Representations

Representation IPv6 Multicast Address

Preferred ff00:0000:0000:0000:0000:0000:0000:0000/8
Leading Os omitted ff00:0:0:0:0:0:0:0/8

Compressed ff00::/8

Figure 4-12 shows the structure of an IPv6 multicast address. The first 8 bits are
1-bits (ff), followed by 4 bits allocated for flags and a 4-bit Scope field. The
Scope field defines the range to which routers can forward the multicast packet.
The next 112 bits represent the Group ID.
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Figure 4-12 IPv6 Multicast Address

The 4 bits following 1111 1111 represent four different flags. The first three
flags, O (reserved), R (rendezvous point), and P (network prefix), are beyond the
scope of this book. The fourth flag, the least significant bit (LSB), or rightmost
bit, is the transient flag (T flag). The T flag denotes the two types of multicast
addresses:

« Permanent (0): These addresses, known as predefined multicast
addresses, are assigned by IANA and include both well-known and
solicited multicast.

» Nonpermanent (1): These are “transient” or “dynamically” assigned
multicast addresses. They are assigned by multicast applications.

As shown in Figure 4-11, there are two types of predefined multicast addresses,
both of which use the Flag field with a 0x0 value:

e Well-known multicast addresses

e Solicited-node multicast addresses
NOTE
For additional information on IPv6 multicast and multicast routing, | highly
suggest resources by Tim Martin, Cisco Systems, including the video /Pv6
Summit 2015: IPv6 Multicast Technologies, at www.youtube.com/watch?v=H6bB

iIPfYXM. Tim Martin also has an excellent Cisco Press LivelLessons video series,
IPv6 Design & Deployment LiveLessons (see lesson 5).

Well-Known Multicast Addresses

Well-known multicast addresses have the prefix ff00::/12. As shown in Figure 4-
12, this means that the third hexadecimal digit, the Flag field, is always set to 0.
Well-known multicast addresses are predefined or reserved multicast addresses
for assigned groups of devices. These addresses are equivalent to IPv4 well-
known multicast addresses in the range 224.0.0.0 to 239.255.255.255. Some
examples of IPv6 well-known multicast addresses include the following:

o ff02::1: All IPv6 devices

o ff02::2: All IPv6 routers

» ff02::5: All OSPFv3 routers

o ff02::a: All EIGRP (IPv6) routers

Solicited-Node Multicast Addresses



Solicited-node multicast addresses are used as a more efficient approach to
IPv4’s broadcast address. As discussed in Chapter 2, the solicited-node
multicast is used in Layer 3-to-Layer 2 address resolution, similar to how
Address Resolution Protocol (ARP) is used in IPv4. Solicited-node multicast
addresses are automatically created using a special mapping of the device’s
unicast address with the solicited-node multicast prefix ff02:0:0:0:0:1:ff00::/104.
Solicited-node multicast addresses are automatically created for every unicast
address on a device.

NOTE

Multicast addresses, the Scope field, assigned multicast, and solicited-node
multicast are discussed in detail in Chapter 7.

Anycast Addresses

The last type of IPv6 address examined in this chapter is the anycast address
(see Figure 4-13). An IPv6 anycast address is an address that can be assigned
to more than one interface (typically different devices). In other words, multiple
devices can have the same anycast address. A packet sent to an anycast
address is routed to the “nearest” interface having that address, according to the
router’s routing table.
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Figure 4-13 Anycast Addresses

Anycast addresses are available for both IPv4 and IPv6, initially defined in RFC
1546, Host Anycasting Service. Anycast was meant to be used for services such
as DNS and HTTP but was never really implemented as designed.

There is no special prefix for an IPv6 anycast address. An IPv6 anycast address
uses the same address range as global unicast addresses. Each participating
device is configured to have the same anycast address. For example, servers A,
B, and C in Figure 4-14 could be DHCPv6 servers with a direct Layer 3
connection into the network. These servers could advertise the same /128
address using OSPFv3. The router nearest the client request would then forward
packets to the nearest server identified in the routing table.

S Sorvar A

Gostal 1015 my
Dsact patn o

2001 dbE:sbed 1 o1 — Cost 0 Serwer A = 50

201 de8mbed:1 i
|'f-- j oy
- \kl— Destination e 1 Cooest B SErver B =75 Sarvar A
J 2001 dbB.abed: 11 =
b, S 2001 de8abodi 1
g Sanver C

= 2001 008 abod: 11

Figure 4-14 Example of Anycast Addressing
There are some reserved anycast address formats such as the subnet-router

anycast address defined in RFC 4291 and RFC 2526. IPv6 anycast addressing is
still somewhat in the experimental stages and beyond the scope of this book.

Summary



This chapter explains the basics of IPv6 addressing. The preferred format of an
IPv6 128-bit address is written as eight 16-bit segments (hextets), separated by
colons. The notation of the address can be reduced by omitting leading Os and
by using the double colon to replace contiguous hextets of Os.

The IPv6 address space is extremely large. IPv6, with its 128-bit address space,
provides for 340 undecillion addresses. Currently, only one-eighth of this space
has been allocated for global unicast addresses, and a very small portion has
been allocated for other unicast and multicast addresses.

This chapter introduces the three types of IPv6 addresses: unicast, multicast,
and anycast. The following is a brief description of each of the addresses as
discussed in this chapter:

» Unicast addresses: A unicast address uniquely identifies an interface on
an IPv6 device. A source IPv6 address must be a unicast address. There
are several types of unicast addresses:

o Global unicast addresses (GUAs): Global unicast addresses are also
known as an aggregatable global unicast address. These addresses
are globally routable and reachable on the IPv6 Internet. They are
equivalent to public IPv4 addresses. The current GUA address
assignment from IANA begins with the binary value 001 or the
prefix 2000::/3.

o Link-local addresses: A link-local unicast address (fe80::/10) is a
unicast address that is confined to a single link. The uniqueness of
this address only has to be assured on that link because these
packets are not routable off the link. An IPv6-enabled device must
have a link-local address. Link-local unicast addresses are usually
automatically created but can also be manually configured.

o Loopback addresses: A loopback address is an all-Os address
except for the last bit, which is set to 1. It is equivalent to the IPv4
loopback address, 127.0.0.1.

o Unspecified addresses: An unspecified unicast address is an all-0s
address. It cannot be assigned to an interface. An unspecified
unicast address is used as a source address to indicate the
absence of an address.

o Unique local addresses: A unique local address (fc00::/7) is similar
to the RFC 1918 private address space in IPv4. Unique local
addresses should not be routable in the global Internet. They are to
be used in more limited areas, such as within a site, or routed
between a limited number of sites.

o IPv4 embedded addresses: IPv6 addresses aid in the transition
from IPv4 to IPv6. An IPv4 embedded address carries an IPv4
address in the low-order 32 bits. This type of address is used to
represent an IPv4 address inside an IPv6 address. IPv4-mapped
IPv6 addresses are the current type of IPv4 embedded addresses,
with IPv4-compatible IPv6 addresses having been deprecated.

o Multicast addresses: Multicast is a technique used in which a device
sends a single packet to multiple destinations simultaneously. This chapter
introduces two types of multicast addresses:

o Well-known multicast addresses: These multicast addresses are
reserved for predefined groups of devices, such as all-IPv6 nodes
and all-IPv6 routers multicast groups.

o Solicited-node addresses: Every unicast address assigned to an
interface also has a special multicast address known as a solicited-
node multicast address. These multicast addresses are
automatically created using a special mapping by prepending the
solicited-node multicast prefix ff02:0:0:0:0:1:ff00::/104 to the last
24 bits of the unicast address. IPv6’s solicited-node multicast
address provides a way to reach every device on the link without all
those devices needing to process the contents of the packet.



o Anycast addresses: An IPv6 anycast address is an address that can
be assigned to more than one interface (typically different devices).

In other words, multiple devices can have the same anycast

address. A packet sent to an anycast address is routed to the
“nearest” interface having that address, according to the router’s

routing table.

There is no broadcast address in IPv6. Instead, IPv6 uses multicast addresses
such as the solicited-node multicast and all-IPv6 devices multicast.

Review Questions

10.
11.

12.
13.
14.
15.
16.
17.
18.

. Convert the following IPv6 address to its most compressed format,

the RFC 5952 standard for multiple strings of all-0s hextets:
2001:0db8:cab0:0234:0034:0004:0000:0000

. Convert the following IPv6 address to its most compressed format,

the RFC 5952 standard for multiple strings of all-0s hextets:
2001:0db8:0cab:0000:0000:0000:0001:0000

. Convert the following IPv6 address to its most compressed format,

the RFC 5952 standard for multiple strings of all-0s hextets:

2001:0db8:0cab:1234:0230:1200:0034:0000

. Convert the following IPv6 address to its most compressed format,

the RFC 5952 standard for multiple strings of all-Os hextets:

fd00:0000:0000:0000:1234:0000:0000:0000

. Convert the following IPv6 address to its most compressed format,

the RFC 5952 standard for multiple strings of all-0s hextets:
2001:0db8:0000:0000:1234:0000:0000:1000

hexadecimal digits:

2001:db8:cab::1

hexadecimal digits:

2001:db8:0:0:234::

. What is the prefix for the address 2001:db8:80f:f425::230/647

. What is the prefix for the address

2001:db8:80f:f425:250:56fF:fe83:ecc/647?
What is the prefix for the address fe80::250:56fF:fe83:ecc/647?

What is the prefix for the address
2001:db8:80f:f425:250:56fF:fe83:ecc/487

What is the prefix for the address 2001:db8:80f:f425::230/487
What is the prefix for the address 2001:db8:bb8a:f390::1/32?
What are the three fields in a global unicast address?

What is the range of the first hextet of a global unicast address?
Which type of address is required for a device to be IPv6-enabled?
What is the range of the first hextet of a link-local unicast address?

What are three characteristics of a link-local unicast address?

using

using

using

using

using

. Convert this compressed IPv6 address to the complete address with 32

. Convert this compressed IPv6 address to the complete address with 32



19. What unicast address is an all-0Os address?

20. What are two characteristics of an unspecified unicast address?

21. What type of IPv6 unicast address is similar to IPv4 private addresses?
22. What is the range of the first hextet of a unique local address?

23. What is the difference between IPv6 unique local addresses and IPv4
private addresses in terms of NAT?

24. What are the first two hexadecimal digits in a multicast address?

25. What multicast address that is used in address resolution with IPv6 is
similar to ARP with IPv4?
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