Seguridad y Alta Disponibilidad

TEMAL. PRACTICA 3: DISPONIBILIDAD

1. COMPROBAR DISPONIBILIDAD CON NMAP.

Nmap (“Network Mapper " ) es una herramienta de cédigo abierto para exploracion de red y
auditoria de seguridad. Cuando ejecutamos comandos se lista una tabla.

Dicha tabla lista el nUmero de puerto y protocolo, nombre del servicio, y el Estado. El estado
puede ser abierto, filtrado , cerrados, o sin filtrar . Abierto significa que una aplicacion en la maquina
de destino se encuentra esperando conexiones/paquetes en ese puerto. filtrada significa que un
cortafuegos, filtro, o obstaculo en la red estd bloqueando el puerto para que Nmap no puede saber si
esta abierto o cerrado . Cerrado los puertos no tienen ninguna aplicacién escuchando en los mismos,
aunque podrian abrirse en cualquier momento. Los clasificados como no filtrados son aquellos que
responden a los sondeos de Nmap, pero que Nmap no puede determinar si estan abiertas o cerradas

1.2 DISPONIBILIDAD EN WINDOWS.

» Vamos a buscar vulnerabilidades en los puertos con el programa nmap.

> Para instalar la aplicacion la descargamos y ejecutamos el instalador y nos saldra un

asistente.
& WinPcap (Nmap) 4.1.2 Setup E“E\E| & Nmap Setup
License Agreement P Choose Components e
Flease review the license terms before installing WinPcap (Nmap) 4.1.2, k_‘ Y Chonse which features of Nmap you want ta install, K_J Y
Press Page Down to see the rest of the agreement, Check the components you want ko install and uncheck the components you don't wank to

install. Click Mext to continue.

Copyright {c} 1999 - 2005 NetGroup, Politecnico di Torino (Italy). ~
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).

all vights reserved. Diescription

Select components to install:
Redistribution and use in source and binary Forms, with or without madification, are

permitted provided that the Following conditions are met: WinPeap 4.1.2

1. Redistributions of saurce code musk retain the above copyright notice, this list of Wetwork Performance Im
conditions and the following disclaimer, Zenmap {GUI Frontend)
2. Redistributions in binary Form must reproduce the above copyright notice, this lisk of Neat (Madern Meteat rein
Enndltmr_\s arjd FhE _fnlln_wmg disclaimer in the documentation andfor other materials ~ Wiff {Sean comparisan b
If you accept the terms of the agreement, dlick I Agree to continue, You must accept the Space required: 55 5MB Wping (Packet generator)

agreement to install WinPcap (Mmap) 4.1.2. < b3

< Back, H Rlext = 1 [ Cancel

# Nmap Setup g|E|E| # Nmap Setup Q\EHE\
Choose Install Location o Installing (o
hoose the Folder in which ko install Mmap. ; 9 } Flease wait while Nmap is being installed. R_‘ )
d
Setup will install Nmap in the Following Folder, To install in a different Folder, click Browse and i Extract: sniffer-detect,nse
select another folder. Click Install ko start the installation. [ _________________ ]

Show details

Destination Falder "

Browse. ..

Space required: 55.5MB
Space available: 103.5G6

< Back H Install I [ Cancel
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» Una vez instalado el programa lo ejecutamos y procedemos por ejemplo a realizar un escaner
de los puertos de www.google.es

Scan  Tools  Profie  Help

Targek: |www.google.es v| Profile: |Intense scan

Camrnand: |nmap -T4 -4 -v www,google.as

Haosts Services Mrnap Output|Ports,|'Hosts Topology | Host Details | Scans

05 4 | Host - |mqo—}'4-,4—vwww.g\oog‘e.e; | =
Starting Nmap E.E1 ( http://mmap. oryg ) at 2011-10-05
20:5% Hora estandar romance
NSE: Loaded 57 scripts for scamning.
Initiating Ping Scan at Z0: 58
Scamming wrw.google. es (Z09_85.143.99) [4 ports]
Completed Ping Zcan at Z0:58, 0.Z8z elapsed (1 total
hosts)
Initiating Parallel DNE resolution of 1 host. at E0:E5&
Completed Parallel DNS resolution of 1 host. at E0:58,
0.05s elap=sed
Initiating 2YN Stealth ZBcan at Z0: 58
Scarming wmr.google.es (20985 142 .99 [1000 ports]
Discovered open port 80/tcp on 209.85.143 99
Discovered open port 443/tcp on 202.8%.143.99

I! Filker Hosts

Scan  Tools  Profile  Help

Target: |www‘guugle‘as v| Profile: |Intensescan

Command: |nmap -T4 -4 - wuw . google.es ‘

Hosts Services Nrap Outputl Ports | Hosts |Topology Haost Details | Scans

o5 4 Hast 1 Port 4 Protocol ¢ Stabe 4 Serwice 4 Mersion (]
B wew.google,es (209 @ =0 tep open http Google httpd 2.0 (GFE)
& 113 wp closed  auth
@ 443 open https

» También podemos realizar el escaner en modo consola. Nos muestra los puertos abiertos y
cerrados.
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AWINDOWS\system32\cmd.exe

C:“Documents and Settings\lenne’nmap www.google.es
Starting Nmap 5.51 ¢ http:/snmap.org 3} at 2811-18-85 21:82 Hora estBndar romance

Mmap scan report for www.google.es (2809.85.143.99>

Host is up <B.B871s latencyl.

Other addresses for wuww.google.es (not scanned): 287.85.143.184
»DNE record for 209.85.143.99: dy-in—f??.1elB@.net

Mot shoun: 997 filtered ports

FORT STATE SERUICE

88/tcp open http

113/tcp closed auth

443 /tcp open https

Mmap done: 1 IP address <1 host up> scanned in 12.97 seconds

C:“Documents and Settings>lenne’

» Con el comando del siguiente ejemplo podemos ver los puertos abiertos de la ip que le
indiquemos.

BN C\Windows\system3.

Microsoft Windows [Uersidn 6.1.76881
Copyright ¢c) 2889 Microsoft Corporation. Reservados todos los derechos.

C:sUserssequipoldPnmap —v scanme.nmap.orgs192.168.2.2208
Starting Mmap 5.51 ¢ http: “nmap.org » at 2011-10-13 18:33 Hora de verano romanc

e

I1llegal netmask value. must be /B — #32 . Assuming ~32 <one host>
Initiating Ping Scan at 18:33

Scanning scanme.nmap.orgy (74.287_.244_ 221> [4 ports]

Completed Ping Scan at 18:33, 2.3%9s elapsed <1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 18:33

Completed Parallel DNS resolution of 1 host. at 18:33,. 1.94s elapsed
Initiating SYM Stealth Scan at 18:33

Gcanning scanme.nmap.org <74.287.244_.221)> [1888 ports]

Discovered open port 22/tcp on 74.207.244.221

Dizcovered open port 88/tcp on 74.207.244.221

Increasing send delay for 74.207.244_.221 from B to 5 due to 19 out of 62 dropped
probes since last increase.

» Con el comando del siguiente ejemplo podemos ver los equipos de la red que estan disponibles.

Ll e e oo e boun

.
BE C\Windows\system32\cmd.exe |£|d—h]

S¥YN Stealth Scan Timing: Ahout 44.68x done; ETC: 1@:39 47 remaining)
YN Stealth Scan Timing: About 48.48¢ done; ETC: 18:41 < remaining
SY¥YM Stealth Scan Timing: About 50.95%x done; ETC: 18:42 < remaining?
G

C:“Userssequipold>nmap —sP 192.168.2.8-255

Etarting Mmap 5.51 ¢ http:/ /nmap.org > at 2011-18-13 18:38 Hora de verano romanc

e

Mmap scan report for 192.168.2.4

Hoszt is up (B.B88sz latencyl).

MAC Address: BA:16:B6:84:A0:34 (Cisco—Linksys)>
Mmap scan report for 192.168.2.13

Hoszt is up (B.B8z latencyl.

MAC Address: @A:14:85%:C3:CC:7F {(Giga—RBytel

Mmap scan report for 192.168.2.15

Hozt is up (H.B@sz latencyl).

MAC Address: @A:14:85%:C3:CC:64 {(Giga—Bytel

Mmap scan report for 192.168.2.208

Hoszt is up (W.BAz latencyl).

MAC Address: BA:80:5A:67:E6:5? (Tulip Computers Internat’l B.U)>
Mmap scan report for 192.168.2.21

Host iz up (W.B63s latencyd.

MAC Address: BA:27:10:9C:4F:3C (Intel Corporate>
Mmap scan report for 192.168.2.23

Host is up (H.B010s latency).

» Con el comando del siguiente ejemplo podemos ver el sistema operativo de un equipo y ademas
los puertos abiertos del mismo.
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e 7
E C\Windows\system32\cmd.exe ‘ _ | e ] X

C:\UserssequipoldPnmap —0 —v 192.168.2.189 -

Starting Mmap 5.51 ( http://nmap.org > at 2011-1A-13 1@:43 Hora de verano romanc
e

Initiating ARP Ping Scan at 18:43

Scanning 192.168.2.189 [1 port]

[Completed ARP Ping Scan at 18:43. B.17s elapsed ¢1 total hosts>
Initiating Parallel DNS resolution of 1 host. at 1@:43
[Completed Parallel DNE resolution of 1 host. at 18:43, 2.73z elapsed
Initiating SYN Stealth Scan at 10:43

Scanning 192.168.2.18% [1888 ports]

Discovered open port 445/tcp on 192.168.2.189
Discovered open port 1825/tcp on 192.168.2.189
Discovered open port 13%9/tcp on 192_168.2.189
Discovered open port 135/tcp on 192.168.2.189
Discovered open port 33B6-tcp on 192.168.2.18%9
Dizcovered open port B8080-tcp on 192.168.2_18%9
Dizcovered open port 1836-tcp on 192.168.2._.18%9
Discovered open port 1831 tcp on 192.168.2.18%9
Discovered open port 182%-tcp on 192.168.2.18%9
Discovered open port 912/tcp on 192.168.2.189
Discovered open purt 1835-tcp on 192.168.2.189
Discovered open port 1826-tcp on 192.168.2.189
Dizscovered open port 5357-tcp on 192.168.2.18%9
Completed SYN Stealth Scan at 1A:43, 1.28=s elapsed (188@ total portsd
Initiating 0% detection <try #1> against 192.168.2.18%9
Hmap scan report for 192.168.2.189

Host is up (B.8BBB24s latencyl.

Mot shown: 987 closed ports

(FORT STATE SERUVICE

135/tcp open mEppc

[139/tcp open nethios—ssn

445 /tcp open microsoft—-ds

[912/tcp open apex—mesh

1825 tcp open MWFS—or-IIS

10826 /tcp open LSA-or-nterm

1029 /tcp open ms—lsa

1831 /tcp open iad2

1835 -tcp open multidropper

HA36-tcp open nsstp

3386 /tcp open mysgl

5357/tcp open wsdapi

8088 tcp open httpproxy

MAC Address: P8:EV:D1:82:81:DF <(Hewlett Packard>
Device type: general puwrpose

[Running: Microzoft Windows Uistali2B@8i7

05 details: Microsoft Windows Uista SPA - SP2, Server 20088, or Windows 7 Ultimat

e

Uptime guess: B.893 days {(since Thu Oct 13 B8:38:17 2811>
HNetwork Distance: 1 hop

TCP Sequence Prediction: Difficulty=263 (Good luck?>

IP ID Sequence Generation: Busy server or unknown class

m

[Read data files from: C:Program Filesz“MNmap

0‘]3] detection performed. Please report any incorrect results at http:-/nmap.orgrss
ubmits .

Hmap done:z 1 IP address {1 host up? scanned in 5.72 seconds

» Por ejemplo para ver si un determinado puerto estd abierto 6 cerrado (lo haremos con
telnet, puerto 23) ponemos el siguiente comando:
>nmap —p23 192.3.228.239

Diveccion IP. . - 192 _168_86.1
Miscara de subred . . 255 _255.255.8
Puerta de enlace predetermlnada

Adaptador Ethernet Conexidn de area local

Sufijo de conexidn especifica DHS

Direccién IP. . . . . . . . . . . 195.3.228.239
Mascara de subped . . - 255 255252 .4
Puerta de enlace predetermlnada = 195.3.228.1

C:“Documents and Settings“lenne’nmap —-p23 195.3.228.239

Starting Nmap 5.51 ¢ http://nmap.org > at 2811-18-14 17:16 Hora estBndar romance
Sklpplng 8¥N Stealth Scan against 195.3.228.239 because Windows does not support
scanning your own machine (localhost)> this way.

Mmap scan report for 195.3.228.239%

Host is up.

PORT STATE SERVICE

23/tcp unknown telnet

Mmap done: 1 IP address (1 host up> scanned in B.55 seconds

C:~\Documents and Settings“lenne’

1.2 DISPONIBILIDAD EN LINUX.

» Una vezinstalada la aplicacién con el comando >apt-get install nmap procedemos a realizar el
primer escaner.
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» Hacemos un nmap a www.google.es y nos muestra los puertos abiertos y cerrados.

root@gemavirtual: /home/gema
Archivo Editar Ver Buscar Terminal Ayuda
emavirtual:/home/gema# nmap www.google.es

Starting Nmap 5.21 ( http://nmap.org ) at 2011-10-85 21:08 CEST

Mmap scan report for www.google.es (209.85.143.104)

Host is up (©.058s latency).

Hostname www.google.es resolves to 2 IPs. Only scanned 209.85.143.104
rDNS record for 209.85.143.104: dy-in-f184.1el08.net

Not shown: 997 filtered ports

PORT STATE SERVICE

80/tcp open http

113/tcp closed auth

443/tcp open  https

Nmap done: 1 IP address (1 host up) scanned in 6.88 seconds
root@gemavirtual:/home/gema#

Cabe resaltar que existen varios tipos de modificadores de scan lo mds importante es lograr
identificar la combinaciéon mas apropiada, los modificadores que se pueden utilizar para realizar el
scan son los siguientes:

- sTse intenta hacer un barrido de puertos por TCP.

- sUse intenta hacer un barrido de puertos por UDP, es util cuando se intentan descubrir
puertos de nivel superior que pueden estar detras de un firewall.

- sAse usan mensajes de ACK para lograr que sistema responda y asi determinar si el puerto
esta abierto.

- sX puede pasar algunos Firewall con malas configuraciones y detectar servicios prestandose
dentro de la red

- sN puede pasar algunos Firewall con malas configuraciones y detectar servicios prestandose
dentro de la red

- sF puede pasar algunos Firewall con malas configuraciones y detectar servicios prestandose
dentro de lared

- sP similar a Ping.

- sVintenta identificar los servicios por los puertos abiertos en el sistema esto permite evaluar
cada servicio de forma individual para intentar ubicar vulnerabilidades en los mismos.

- sO con esta opcidn se identifica que protocolos de nivel superior a capa tres (Red o Network)
responden en el sistema, de esta manera es mas fécil saber las caracteristicas de la red o el
sistema que se intenta evaluar.

EJEMPLO:

» Hacemos un nmap a www.tuenti.com y nos muestra un barrido de puertos por tcp.
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root@gemavirtual: /home/gema

Archivo Editar Ver Buscar Terminal Ayuda
root@gemavirtual:/home/gema# nmap -ST www.tuenti.com

Starting Nmap 5.21 ( http://nmap.org ) at 2011-10-85 21:15 CEST
Stats: 0:00:03 elapsed; © hosts completed (1 up), 1 undergoing Connect Scan
Connect Scan Timing: About 91.57% done; ETC: 21:15 (0:00:80 remaining)
Nmap scan report for www.tuenti.com (95.131.168.181)
Host is up (@.838s latency).
Not shown: 998 closed ports
PORT STATE SERVICE
22/tcp  open ssh
open http
open rpcbind
filtered msrpc
filtered netbios-ssn
open https
444, open snpp
445/tcp filtered microsoft-ds
9891/tcp filtered unknown
9899/tcp filtered unknown

Nmap done: 1 IP address (1 host up) scanned in 3.40 seconds
root@gemavirtual: /home/gema# ||

» Con el comando del siguiente ejemplo podemos ver los puertos abiertos y el sistema operativo
del host al que le corresponda la ip que le indiquemos.

@@ ® root@gemavirtual: fhomefgema
Archivo Editar Ver Buscar Terminal Ayuda
emavirtual:/home/gema# nmap -0 192.168.2.220

Starting Nmap 5.21 ( http://nmap.org ) at 2011-18-86 11:41 CEST
Nmap scan report for 192.168.2.220
Host is up (©.80029s latency).
Mot shown: 995 filtered ports
STATE SERVICE
open msrpc
139/tcp open netbios-ssn
- open microsoft-ds
open unknown
/ open unknown
MAC Address: 78:E7:D1:82:81:CE (Unknown)
Warning: 0SScan results may be unreliable because we could not find at least 1 o
pen and 1 closed port
Device type: general purpose
crosoft Windows Vista|2008|7
05 details: Microsoft Windows Vista SP@ or SP1, Server 2008 SP1, or Windows 7
Metwork Distance: 1 hop

0S detection performed. Please report any incorrect results at http://nmap.org/s
ubmit/ .

Nmap done: 1 IP address (1 host up) scanned in 8.17 seconds
root@emavirtual : /home/gema#

» Con el comando del siguiente ejemplo podemos ver los host que estan disponibles dentro de la
red que le indiquemos.
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@S ® root@gemavirtual: fhomefgema

Archivo Editar Ver Buscar Terminal Ayuda

0S detection performed. Please report any incorrect results at http://nmap.org/sg

ubmit/ .

Nmap done: 1 IP address (1 host up) scanned in 8.17 seconds
gemavirtual:/home/gema# clear

emavirtual:/home/gema# nmap -sP 192.168.2

Starting Nmap 5.21 ( http://nmap.org ) at 2611-18-86 11:45 CEST
Nmap scan report for 192.168.2.4

Host is up (0.00023s latency).

MAC Address: 00:16:B6:84:A0:34 (Cisco-Linksys)

Nmap scan report for 192.168.2.13

Host is up (©.00037s latency).

MAC Address: ©@:14:85:C3:CC:7F (Giga-Byte)

Nmap scan report for 192.168.2.

Host is up (©.00035s latency).

MAC Address: 00:14:85:C3:CC:64

Nmap scan report for 192.168.2.

Host is up (8.010s latency

MAC Address: 00:80:5A:69 (Tulip Computers Internat'l B.V)
Nmap scan report for 192.168.2.21

Host is up (0.28s latency).

MAC Address: 00:27:10:9C 3C (Intel Corporate)

Nmap scan report for 192.168.2.23
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2. COMPROBAR DISPONIBILIDAD CON NESSUS.

» Una vez instalada la aplicacion Nessus e introducida la clave de validacién nos creamos un
usuario para entrar mas tarde a la aplicacion.

= - T
S ® Nessus Server Manager [ o ‘

\ Nessus User Maﬁég en
3 o

List of Nessus users : |

localuser

& o) O
— =

» Cuando hayamos creado el usuario damos a start en el servidor y ejecutamos el cliente, este
se ejecutara en el navegador que usemos por defecto.

» Cuando ejecutemos el cliente debemos poner el nombre de usuario que hemos creado
anteriormente.
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[/ Documentation | Tenable | = Y b Usando el Nessus Vulnerab | 53 Hotrail - gema 090930@h ~ | Documentation | Tenable 1 | Apuntes de EIE T8 Nessus w

C f X purs/localhost8834 W e\

Nessus’ fi3)

YA - e—

Login

— » I - I ’ | J— = 1 B [
. *) @ Nessus - 3 INICIATIVA practica3Disponib... ‘ esss Servr Mas.. | ; = [ G (el

» Una vez iniciada la sesidn pinchamos en afiadir, para afiadir un nuevo escaner.

» Le ponemos un nombre, el que queramos, en nuestro caso Clase.

> En el tipo elegimos “escanear ahora”.

» En policy elegimos hacer un escéaner interno.

» En el cuadro de Targets ponemos la ¢ las ip que vamos a escanear, en nuestro caso seran
tres.

Y finalmente damos al botdn “Launch Scan”, para que comience el escaner.

A\ 4

|
/ 8 Documentation | Tenable N 3% Nuzh Usando Bl NESSIS Vuinerabi %\ 2 Hotmeil - gema 0909900 = |, B Documentation | Tenable N xY\,_. Apuntes de EIE x] & Nessus %
C # X pies/localhost:s834 WO A

gema | Help | About | Log out

Scans

@® Add Scan

[Tl Piease selectascan policy ¥

Scan Targets

Targets File Browse...

Cancel Launch Scan

__ ‘ i = i " = | 4 P
C ) HrM ‘ p!ac!icaimspnnib‘.. 1 Nessus Server M. | PE Tema_2_FIE CF. ~[CWindousigyst.. |~ - 10 & 14-;\“'-“011
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» Podemos ver que el escaner ha terminado.

y & Documentation | Tenable I\ X‘ Usando el Nessus Vulnerabi »

mail - gema_ \ % '\, & Documentation | Tenable [/ % | _a Apuntes de
Hotmail - gems_090990@H | 4 D Tenable [\ Ap de EIE

T Nessus

C f f pwos//localhost:8834

Report Info

Name: Clase
Last Update: Oct 14, 2011 13:53

Status: Running

Show Filters

Reset Filters

Active Filters

Host

O A

gema | Help | About |

3 results

Medium

192 168 2. 148
192.168.2 202
192 1682 214

Complete
Complete
Complete

» Pichando en cada una de las ip, podemos ver de forma mas detallada el nimero de puerto, el
protocolo que usa 6 si esta abierto o cerrado.

Documentation | Tenable N« Usando el Nessus Vulneraki = '\ &3 Hotmail - gema_090990@h. » Documentation | Tenable [N » ' .4l Apuntes de EIE
{ube]

C M 5 ptos//localhost:8834

Report Info

Hosts

192.168.2.202
192.168.2 214

Download Report

Show Filters

Reset Fiters

Active Filters

| Protocol

SVC Name

LT | TR

WO A

gema | Help | About |

13 results

Medium

top
udp
top
udp
top
top
top
top
top
top
top
top
top

general
general
epmap
netbios-ns
smb

cifs
vmware_auth
dee-rpe
dee-rpe
dee-rpe
dee-rpe
dee-rpe

mysql
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! & Documentation | Tenable I\ |, g Usando el Nessus Vulnerab x‘ﬁ Hotmail - gema 090990@h. » | @ Documentation | Tenable I xx

o Nessus

C X pips//localhost:ss34

Reports

Report Info
Hosts
192.168.2.148
192.168.2202
192.168.2.214

Download Report

Show Filters.

Reset Filters

Active Filters

Usel

192.168.2.202

SVC Name

general
general
nethios-ns
vmware_auth

mysql

; -‘ Messus Server . ! z Nessus User M...

' & Documentation | Tenable |\ » ( #% Usando el Nessus Vulnerabi | &4 Hotmail - gema_090990@h » i Documentation | Tenable | |4 Apuntes de EIE

x] & Nessus

C X pips//localhost:s834

Reports

Repart Info
Hosts
192.168.2.148
192.168.2.202

»>

Download Report

Show Filters.

Reset Filters

Active Filters

Policies  Users

192.168.2.214

SVC Name

=R

general

general

vmware_auth
dee-rpc
dee-rpc
dee-rpc
dee-rpc
dee-rpc
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3. COMPROBAR DISPONIBILIDAD CON MBSA.

» Una vez descargado e instalado MBSA lo ejecutamos y podemos ver lo siguiente, podemos
elegir hacer un escaner de nuestro equipo o de varios equipos.

& Microsoft Baseline Security Analyzer 2.1

Microsoft

¥ Baseline Security Analyzer

Tasks Check computers for common security misconfigurations.
a computer

The Microsaft Baseline Security Analyzer can check computers running Microsoft Windows Server 2008 R2, Windows 7,

Windows® Server 2003, \Windows Server 2008, Windows Yista, Windows ¥P or Windows 2000, Scanning computers for

security updates utilizes Windows Server Update Services, You must have administrator privileges for each computer you want to

SCar.

| Scan a cornputer
Check a cormputer using its name or IP Address.

Sran multiple computers
eck multiple computers using a domain name or a range of IP addresses.

u Wiew existing security scan reports
Wiew, print and copy the results from the previous scans.

See Also

2002-2009 Microsoft Corporation. Al rights reserved,

@ A new version of MBSA is avalable! Click here ko go ko the download page

14 Inicio i %) Tj pra Disponibilida. .

» En la siguiente pantalla tenemos las opciones para analizar varios equipos.
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& Microsoft Baseline Security Analyzer 2.1

Microsoft

€J®) & Baseline Security Analyzer

Which computers do you want to scan?

Enter the domain name or the range of IP addresses of the computers,

[omain name; |

IP address range: l:l I:l I:l I:l to I:I l:l l:l

Security repork name: ‘%Dofo - % (% T%) |

D% = domain, %C% = computer, %T% = date and time, %IP% = IP address
Options:

Check For Windows administrative vulnerabilities
Check For wealk passwards

Check For 115 administrative vulnerabilities
Check For QL administrative vulner abilities
Check for security updates

O Configure computers for Microsoft Update and scanning prerequisites
[ advanced Update Services options:

Scan using assigned Windows Server Update Services(WSLIS) servers anly
Scan using Microsoft Update only

Learn more about Scanning Options

=]
|® A new wersion of MBSA is available! Click here ko go ko the download page

[ Start Scan H Cancel ]

> Vamos a proceder a analizar nuestro equipo.

& Microsoft Baseline Security Analyzer, 2.1

Microsoft

€J®] ® Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its IP address,

Computer name: | GEMAGEMBALGEMA

P s 3

Security report name:

b | (this computer)

[Fem - %o (T |

D% = domain, %C% = computer, %T% = date and time, %IP% = IP address
Options:

Check for Windows administrative vulnerabilities
Check For weak passwords
Check For 115 administrative yulnerabilities
Check For SQL administrative vulner abilties
Check For security updates

[] onfigure computers For Microsoft Update and scanning prerequisites

[ advanced Update Services options:

Scan using assigned Windows Server Update Services(W3sLIS) servers only

Scan using Microsoft Update only

Learn more about Scanning Options

a
|® A new version of MBSA is available! Click here to go to the download page

[ Start Scan H Cancel ]

+4 Inicio 9 €
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Seguridad y Alta Disponibilidad

& Microsoft Baseline Security Analyzer 2.1

Microsoft

€J®) & Baseline Security Analyzer

Report Details for GEMAGEMA - GEMA (2011-10-14 17:36:49)

[ Security assessment:
Potential Risk (One or more non-critical checks failed.)

Computer name: GEMAGEMA\GEMA

1P address: 195,3.226,239

Security report name: GEMAGEMA - GEMA (14-10-2011 17-36)
Scan date: 14/10/2011 17:36

Scanned with MBSA version: 2.1.2112.0

Catalog synchronization date: Security updates scan not performed

Sort Order:

Windows Scan Results

Administrative Yulnerabilities

Score  Issue Result
= Passward This check was skipped because the computer is not joined ta a domain,
Expiration what was scanned
= Autalagan This check was skipped because the computer is not joined ta a domain,
‘what was scanned
— Local Account This check was skipped because user chase nat to perfarm passward checks during the scan.
Password Test
] Administrakors Mo more than 2 Administrators were found on this computer,

‘what was scanned

Result details
a . - e

|® A new version of MBSA is available! Click here to go to the download page

8=

& Print this repart Copy to clipboard

gj Previous security report Mext security report g]
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Seguridad y Alta Disponibilidad

& Microsoft Baseline Security Analyzer 2.1

Microsoft

€J®) & Baseline Security Analyzer

o e 1
~
o Swindows ‘windows Firewall is enabled and has exceptions configured. Windows Firewall is enabled on all netwark connections. =
Firewal ‘What was scanned  Result details  How ko corvect this
o Incomplete Mo incomplete software update installations were Found.
Updates What was scanned
_ﬂ Automatic The Automatic Updates feature is disabled on this computer.
Updates What was scanned Haw ba correct this
Additional System Information
Score  Issue Result
0 ‘indows Computer is running Microsoft Windows XP.
Wersion ‘What was scanned
0 Shares 2 share(s) are present on your computer.
‘What was scanned  Result details  How ko correct this
0 Services Some pokentially unnecessary services are installed.
‘What was scanned  Result details  How ko correct this
0 Auditing This check was skipped because the computer is not joined ko a domain,
What was scanned How ko correck this
Desktop Application Scan Results
rative ¥Yulnerabilities
Score  Issue Result
= Macro Security Mo supported Microsoft OFfice products are installed.
2 IE Zones Internet Explorer zones have secure settings For all users,
‘what was scanned
Al
: %]
I@ A new version of MBSA is available! Click here to go to the download page
&% Print this report Copy to clipboard i i i
e B P & Sopy P gj Previous security report Mext security report g]

Nota: esta practica la he realizado en casa donde solo tengo un equipo con lo cual el escaner

sélo lo he hecho de mi equipo.
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